age Evolution

The Freedom Service
Sage Evolution
Premium Version 7




Sage Evolution se
ERP

by Sage Pastel

Freedom Service - Overview

The Freedom Service is a tool that allows the Sage Evolution Dashboard and Central
Search features of you company database to function.

By setting up the Freedom Service, the communication between the Sage Evolution
Core and the SQL Server database will be enabled.

This in turn will enable dashboards displaying user selected information in visual and
interactive graphs.

Set up Process

The following steps will ensure a successful Freedom Service Set up

Step 1
Installation

Step 2
Configuration

Step 3
Enabling Port

V

Step 4
SQL Authentication
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Step 1 —Installation

In order to make use of the interactive Dashboards as well as the Central Search feature you
will need to install the Freedom Service.

Follow the steps below to install the Freedom Service:

Locate the Setup.exe file on the Evolution installation DVD. Double click on this file to start the
installation process. The screen displays as follows:

- ™

4 Sage Evolution Setup ==

Sage Evolution se
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Welcome to Sage Evolution Setup
Version: 7.00.154

This application will install Sage Evolution on your computer.

To continue, dick MNext.

& 4

Click on the Next button. The screen displays as follows:

-

s
u- Sage Evolution Setup

Sage Evolution sae
ERP

Installation Information

Please select the relevant option

(@) New Sage Evolution Installation

() Upgrade an existing Sage Evolution Installation

To continue, dick Mext.

< Back ]l MNext > ” Cancel ]
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Specify the type of installation required. You will be able to select between the following
options:

° New Sage Evolution Installation
° Upgrade and existing Sage Evolution Installation

Important Information

If you have installed and / or upgraded Sage Evolution and only want to install the Freedom
Service, select the New Sage Evolution Installation option by selecting the corresponding radio
button.

Click on the Next button. The screen displays as follows:

|k

-
w- Sage Evolution Setup

Sage Evolution sae
ERP

try Sago Pastel

Customer Information
Flease enter your registration information

User Name
User Name

QOrganisation
Organisation

Country Installation

South Africa hd "Emilm -

Standard

’ < Back H Next = ” Cancel ]

" o

Enter your company information in the fields provided. From the Country dropdown menu,
select applicable county. From the Installation dropdown menu, select the Premium option.
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Click on the Next button. The screen displays as follows:

“
u- Sage Evolution Setup

Sage Evolution se
ERP
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End User Licence Agreement
Flease read the following licence conditions carefully

»

Software Licence Agreement for Sage Evolution

Your right to use the scftware (in object code only) and its associated
printed and electronic documentation ("Product™) is subject to the
terms and conditions set out in this licence agreement ("Agreement™) .

Breaking the seal to open the CD case, installing the software, oz,
using any part of the electronie or printed materizl ompanying the
product, signifies your acceptance of the terms and conditions set ocut

below.

Therefore, plezse read them carefully before brezking the seal or using
the materizls provided. If you do not agree to be bound by the terms
and conditions of this Agreement, you should promptly return the
uncpensd CD together with all packaging and associzted documentation
unused and in good condition te your reseller for a refund under the

AGREE to the terms of the license agreement
DO NOT AGREE to the terms of the license agreement

[Ceos | o> ) e ]

Select the | AGREE to the terms of the license agreement options and click on the Next
button. The screen displays as follows:

'
u- Sage Evolution Setup

Sage Evolution sae
ERP

Destination Folder
Sage Evolution will be installed in the selected folder

Destination Folder:
C:\Program Files (x86) \sage Evolution

Free Space: 1297 MB
Required Space: 344 MB

[ Always check this location for newer versions of Sage Evolution

[ < Back “ MNext > ” Cancel ]

Select the destination folder to where Sage Evolution will be installed to.
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Click on the Next button. The screen displays as follows:

[ % Sage Evolution Setup == N
Sage Evolution se
ERP
by Savgo Pastel

Installation Type
Select an installation type best suited to your needs

s Application Server
{ The Sage Evolution Server Applications will be installed on this machine. These indude

SyncMonitor, Evolution System Agent, Freedom Service and Mobile Service.

2 Database Server
| Microsoft SQL Server 2012 will be installed on this machine.

e [ Administrator
| The Sage Evolution Program Files, Administration, Application and Conversion Utilities and

Database Creation and Maintenance Scripts will be installed on this machine.

* [ workstation

’ The Sage Evolution program files will be installed on this machine. This option requires that

Microsoft SQL Server 2005 or higher or Microsoft SQL 2005 Express or higher is already
installed on a network server.

[ < Back H Next > ][ Cancel ]

Select the Application Server tickbox and click on the Next button. The screen displays as
follows:

f u- Sage Evolution Setup == )
Sage Evolution s
ERP
by Sage Pastel

Selected Components
Select which components to install

ion Server

Install Component

Database Synchronisation Monitor
Evolution Service Setup

‘Freedom Service

Mobile Service

O=EE

[ show Comments Select All Select None

[ | [ve> ) [conl |

Under the Application Server options, select the Freedom Service tickbox.
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Click on the Next button. The screen displays as follows:

f u- Sage Evolution Setup = e N
Sage Evolution soe
ERP
by Saage Pastol
Program Shortcuts

Select where to create shortcuts to the Sage Evolution program files

Create shortcuts in Start Menu folder:

Sage Evolution

Create shortcuts on Desktop

Create shortcuts for:
() Only for me (Sage)

@) Anyone who uses this computer (all users)

[ < Back “ Next > ” Cancel ]

Select the Create shortcuts in Start Menu folder as well as the Create shortcuts on
Desktop option/s if you require short cut icons to be created.

Click on the Next button. The screen displays as follows:

f u- Sage Evolution Setup == )
Sage Evolution s
ERP
by Sage Pastel

Ready to install
Click "Install” to begin the installation

Sage Evolution Setup has enough information to install the components you have selected.

[ <pock |[ sl |[ concal |

Click on the Install button to start the installation process.
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Important Information

The Freedom Service requires .NET version 4.5 as a prerequisite. The system will detect if this
specific version of .NET framework is not installed and install it automatically.

The Freedom Service has been successfully installed.

Information @

i Sage Evolution Setup

Sage Evolution setup completed successfully.

Click on the OK button to complete the installation process.
Step 2 - Configuration

After successful installation of the Freedom Service it is required to configure both the Freedom
as well as the Failover service.

From within your Sage Evolution company navigate to the System Wizard, by selecting the
option from the Administrator menu option. Locate and select the Services Tab. The screen
displays as follows:

' ™y
B System Configuration Wizard EIEIQ

Freedom Service

Please select the System wide default Freedom Service. For the Failover Service please
indicate to use a local service or point to the server that will host the failover service.
e.g. (http:/localhost: 5000/freedom. core)

Freedom Service |

Failover Service (@) Use local service

Session Timeout

Session Timeout 20 : Minutes

Security Settings | Default System Tree | Update | Database Settings  Services 4

Enter the Freedom Service default information into the Freedom Service field. For the Failover
Service indicate whether to use a local service or whether it will point to a different server.

8
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Click on the Finish button to save the Freedom Service and Failover Service configuration
settings.

Step 3 —Enabling
In order for the Freedom Service to establish a connection between all components, it is
essential to enable a specific HTTP port on your Windows Firewall where the Freedom Service

is installed.

To access your Windows Firewall, go to the Start menu...Control Panel. To create these
new rules, go to Advanced Settings and select the Inbound and Outbound Rules options.

Important Information

Consult with your network administrator before adding ports to your Windows Firewall.
If you are not using the standard Windows Firewall, ensure that you add these port rules
to the firewall software installed on the server where the Freedom Service resides.

Use the information provided in the table below to create the required inbound and outbound
rule using the Windows Firewall New Rule Wizard.

Http Port
Rule Type Port
Protocol TCP

Specific local ports | 5000

Action Allow the connection
Profile Select either Domain, Private, or Public or all
Name Freedom HTTP

For more information on adding rules on a Windows Firewall click here


http://www.howtogeek.com/112564/how-to-create-advanced-firewall-rules-in-the-windows-firewall/
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Step 4 —SQL Authentication

In order for the Freedom Service to establish a connection between all components, it is
essential to make sure that the correct SQL Authentication Method is selected. This applies to
the communication between your Sage Evolution company and the SQL Server database.

Microsoft SQL supports two authentication types / models. The table below explains the two
available options:

Windows NT authentication (default) Trusted Connection

This type of security uses the Windows principal token from the user’s operating system to
create trusted connections from Sage Evolution to the SQL database. The connection is made
using the user’s Windows account details. The user requires a user name and password when
accessing the SQL database on the server.

If you are using Windows NT authentication ensure that the sysadmin server role has been
enabled for the NT AUTHORITY\SYSTEM user.

To check whether the required server role has been enabled, open Microsoft SQL Server
Management Studio on the machine installed with the Freedom Service.

Connect to the SQL database, expand the Security folder and locate the Logins folder. The
screen displays as follows:

Srver

File Edit View Debug Teols Window Help
Pl il (5 e @ | NewQuery [y pfofy (| & w2 B9 - o -

* 0 x

Ohbject Explorer

Connect~ 3 3l m “F [#] '§
= I_B WIN-PLRONAINFUQ (SQL Server 11.0.2100 - WIN-PLRSI
3 Databases
= 3 Security
= [ Legins
&, #2MS_PolicyEventProcessingloginds
&, #8MS_PolicyTsqlExecutionLogings
o] BUILTIN'Users
9 NT AUTHORITYASYSTEM
& NT SERVICE\MSSQLSERVER
& NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
&, sa
A WIN-PLREN4INFUQ\Sage

10
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Locate the NT AUTHORITY\SYSTEM, right click and then select the Properties option. The
screen displays as follows:

E Login Properties - M I _EX |

Selecta page )

" Genera 5 script + [ Help

oy Sover Foles

147 User Mapping Server role is used to grant server-wide security privileges to a user.

| Securables

2 Status
Server roles:
[ bulkadmin
[[] dbereator
[[] diskadmin
[T processadmin
public
[[] securtyadmin
[C] serveradmin
[ setupadmin
sysadmin

Connechion

Server:

WIN-PLRSN4ATNFUGQ

Connection:

WIN-PLRIN4INFUQNSage

_‘!} View connection properties

Progress

Ready
[ ok || cance |

Select the Server Roles page option and ensure that the sysadmin tickbox has been ticked.

Click on the OK button to save changes.

11



Sage Evolution se
ERP

by Sage Pastel

SQL Server authentication

This type of security uses login details created in the SQL Server and is not linked to Windows
user accounts. Each time the user connects to a SQL Server database they must provide a
login name and password.

If you are using SQL Server authentication ensure that the sysadmin server role has been
enabled for the sa user.

To check whether the required server role has been enabled, open Microsoft SQL Server
Management Studio on the machine installed with the Freedom Service.

Connect to the SQL database, expand the Security folder and locate the Logins folder. The
screen displays as follows:

File Edit View Debug Tools Window Help
P )5 | L NewQuey (PR oR | 4 a9 - o -

* 0 x

Object Explorer

Connect~ 3 3 m “F [Z] .B
= I_B WIN-PLRONAINFUQ (SOL Server11.0.2100 - WIN-PLR3|
3 Databases
= 3 Security
= [ Legins
&, #2MS_PolicyEventProcessingloginds
&, #2MS_PolicyTsqlExecutionLogind®
o] BUILTINYUsers
A NT AUTHORITY\SYSTEM
& NT SERVICE\MSSQLSERVER
&, NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt

& B

S WIN-PLRINAINFUQ\Sage

12
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Locate sa, right click and then select the Properties option. The screen displays as follows:

Selecta page I . 3

. Script - Hel
|27 General S soipt v Qe
il Server Roles

147 User Mapping Server role is used to grant server-wide security privileges to a user.
|57 Status

Server roles:

[7] bulkadmin
[] dbereator

[7] diskadmin

[C] processadmin
[¥] public

[7] securityadmin
[7] serveradmin
[T] setupadmin
[¥] sysadmin

‘Connection

Server:
WIN-PLRSN4INFLQ

Connection:
WIN-PLRINATNFUGSage

3 View connection properties

Progress
Ready

Select the Server Roles page option and ensure that the sysadmin tickbox has been ticked.

Click on the OK button to save changes.

Important Information

The selected authentication for the Freedom service has to correlate to your SQL
Database authentication. Consult with your IT administrator if you are unsure of your
current database authentication method. During the installation process of Sage
Evolution, the authentication method defaults to Windows Authentication.

13
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Troubleshooting

When attempting to connect with the Freedom Service, the following status / error messages
may display. The table below contains solutions to apply in order to resolve the issue.

Message

Solution

Success

The connection to the freedom service was successful.

Connection string already exist

The Freedom Service already has a link to the connection
string.

Friendly name already exists

The Freedom Service already has a link to a database with
the name you are trying to use. You are then given the
option to use this link.

Unable to connect using the
connection string provided

There is an issue when trying to connect to the Freedom

Service. This message encompasses anything that could
prevent the connection ie invalid user name / password /
permission.

Please try again later

This message usually occurs when the Freedom Service
installation has become corrupt. You will need to repair the
Freedom Service installation.

Socket error #10061

Connection refused — This error occurs when the Freedom
Service is not started / running and the Sage Evolution
company is trying to connect to the Freedom Service.

14
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If the connection still fails or if any of the features depended on the Freedom service are not
functioning, make sure that your windows user has access / permission to the Freedom
service.

From the Start menu, enter Services into the search field. The screen displays as follows:

| [.'% Reporting Services Configuration Manager

o ;

L Services

- -
= Component Services

Control Panel (&)

View local services
a Manage Information Cards that are used to log on to online ser..

E Windows Card5pace

p See more results

| Servicei

15
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Select the Services option from the search result area. Browse and locate the Evolution
Freedom Service option. The screen displays as follows:

(B Services [ESRER==c=)
File Action View Help
e B Doz Em > enw

Evolution Freedom Service Name Description Status Startup Type Log On As i
& Encrypting File Sy... Provides th... Manual Local Syste...

Stop the ser\.rice. volution Freedo...  Evolution Fr... Started Automatic Local Syste...

Restart the service .

— -..,TgExtensibIeAuthen... The Extensi... Manual Local Syste... El
i Fax Enables you... Manual Metwork 5...

DESCfiFtiO”: . S.s) Function Discover... The FDPHO... Manual Local Service

Bvolution Freedom Service S.s) Function Discover... Publishes th... Manual Local Service
S.s) Group Policy Client  The service ..  Started Automatic Local Syste...
", Health Key and Ce... Provides X.5... Manual Local Syste...
;. HomeGroup Liste.. Makes local... Manual Local Syste...
. HomeGroup Provi... Performs ne... Manual Local Service
-S.-;_é)HumanInterface... Enables gen... Manual Local Syste...
-%IKE and AuthlP IPs... TheIKEEXT .. Manual Local Syste...
-S.-;_J;Interactive Service.. Enables use.. Manual Local Syste...
-%Intemet Connecti... Provides ne... Disabled Local Syste...
S.s)IP Helper Provides tu...  Started Automatic Local Syste... e

Extended /(Standard/

! ey

Select the service and right click. From the menu select the Properties option. The screen
dispays as follows:

r h'
Eveluticn Freedom Service Properties (Local Computer) u

General |LogOn|Flec::vay|Depa1da1c:&s|

Service name: Ewvolution Freedom Service

Display name: Evolution Freedom Service

Description: Evolution Freedom Service -~

Path to executable:
"C:\Program Files {«B6)"Sage Pastel Evolution\Freedom Service'\Freedom.=

Startup type: [Momabc b

Help me configure service startup options.

Service status:  Started

Start | [ Stop l | Pause | | Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |
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Click on the Log On tab. The screen displays as follows:

r '
Evolution Freedom Service Properties (Local Computer) u

| General | Log On | Recovery I Dependencies|

Log on as:

@ Local System account
[ Mlow service to interact with desktop

() This account: Browse...
Pazzword:
Canfirm pazzword:

Help me configure user account log on options.

[ ok ][ camce || ool

L "y

Instead of using the System account, select the This account radio button in order to specify
required account details. Click on the Browse button to locate the required user account, and
then enter the password into the Password and Confirm password fields.

Click on the OK button to safe changes made to the service properties.

You will have to restart the Evolution Freedom Service for the changes to take effect.
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